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Background

* Experimental machine and experimental OS
* Two key concepts. (micro-) kernel and capabili ty
* Micro-kernel

- Minimal kernel in supervisor mode
- Many OS services at user level

* Push these ideas to the very extreme

Hydra Key Ideas

* Non-hierarchical protedion
* User-extensible type system
* Capabilit y-based protedion

* “Seding/unseding’ for crossng protedion
bouncaries
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Outline
° Introdiction
* Detailed mechanism
* An example
* Postscript
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Non-hierarchical System

user ‘

User | kernel/subsystems

user/supervisor

O oY

* Hierarchicd systems
- Inner rings have strictly more power
- Doesn’t scale to many components

* Non-hierarchical systems
- Subsystem: protected collection d code and data

- No ore subsystem isintrinsically more powerful
than the other
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Non-hierarchical Protection

* The “owning” subsystem
- creates,
- “sedls’, and
- hands out an olject
* “Other” subsystems
- can't manipulate the object
- can orly hand it back to the owning system
* The “owning” subsystem
- receives,
- unsedls, and
- manipulates the object

Extensible Type System

* Objeds
- name
- type, and
- representation
* Threelevel type hierarchy
- objects
- type objects
- the TY PE type object
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Capabilitiesand I nstance Hierarchy
apnbil."fa olu‘ed:
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* Capability
- object name
- privileges
- no aher means of referencing objects
* Instance hierarchy
- Embed capabili ties as you would pointers
- Can have gycles (so need garbage mllection)
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Built-in Basic Types

* Page
* Procedure
- Static info associated with procedure

e Locd name space (LNS)
- activation record

* Process
- stack of LNS
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Built-in Type lllustration
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Rights Amplification

* The “Fifth Element”: templates

- atuple: (type, old privs, new privs)

- one template for each argument in a procedure
* Protedion boundary crossng

- the kerndl checks each argument

- if type matches, and

- old privs are sufficient

- amplify rights to all ow new privs
* Template credion

- from the type object

- creating template is smply ancther privil ege that
needsto be carefully controlled
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Outline
° Introdiction
. iLed hapi
* An example
* Postscript
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An Example
(Part 1: login)

rivate <hared

C-list ._L
i Mo —

> >

e c-list and the shared library

An Example
(Part 2: create gizmo type)

rivate Shared
Clist Iib

Ca
g | o]
Hyre

e crede new type using TY PE type objed
e store cgability in private clist
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Gizmo Privileges

predefinel privileges “pe specific F"fvfl(d(j
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An Example
(Part 3: package and publish gizmo)
i Vate Shared
Clist Iib
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* creae gizmo templates
* package and publish procedures and template
* publish restricted copy d gizmo type
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An Example
(Part 4: another user logsin)

rivate Shared

C-list lib

Create new %Pe B e,,.}

8\'611'00
e

?ﬂ’i"ﬂ

vivete
PC- Iist

C"&\'fe +€W\P|"ﬂ‘e gizmo
6“5'"’ proaduresd] template

* capability for shared library

An Example
(Part 6: invokes twiddle procedure)
rivate Shared
C-list Iib
o (T
8‘6"0 o Create new +ype o b,
*ap bject
e M\m
gizmo
- T (fienpiat]
priee o
restricted gigme +al,e
&%Mo
ob‘ed-
o
o

e rights amplificaion: template
- type = gizmo
- old priv = twiddle
- new priv = read/write

An Example
(Part 5: creates gizmo object)
rivate Shared
C-list Iib

o {TE]

Create new +5Pe 5 eu}

cleate template gizmo ]

* invokes create gizmo procedure

Outline
° Introdiction
. ited hani
* An-example
* Postscript
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Hydra Key Ideas

* Non-hierarchical protedion
* User-extensible type system
* Capabilit y-based protedion

e “Seding/unseding’ for crossng protedion
boundaries
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Criticisms

—
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* Overhead of Hydra procedure cdls
- like a ontext switch

* Overhead of dealingwith persistent objects

- disk operations

- garbage mllection
* The “kernel” that wasn't

- goa: 4KB
- redity: /3 MB

* Sharing wsing capability can be awkward
- hard to discriminate access

* Applications?

Postscript

* A “glorious fail ure”
* Persistent objed stores keep re-inventing thisidea
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